
N
ever underestimate the havoc systems

administrators can wreak. Such is the gist

of a report released by the United States

Computer Emergency Readiness Team (CERT)

earlier this year. The findings show that 59 per-

cent of attackers were former employees or con-

tractors and that 92 percent of their attacks were

precipitated by adverse events such as a firing,

demotion, or dispute with a co-worker.

The Enemy W i t h i n

To o l s , t i p s , a n d  s t r a t e g i es  f o r  i n f o r m a t i on  e xec u t i ve s
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An Army of One…Po r t a l

I
t was Napoleon, a general whose
e m p i re at its apex stre t c h e d
a c ross nearly the whole of we s t-
ern Eu rope, who declared, “A n

army marches on its stomach.”
True enough, armies sustain them-

selves with nourishment. But to suc-
ceed, to really triumph, armies need
something far more critical: intelli-
gence. And, the thinking goes, the
more that intelligence permeates
every layer of an army’s operations
and strategies—everything from the
way it designs equipment to the way
it deploys troops—the better the
chances for success.

Virtual know l e d g e,
real re s u l t s
“We call it decision dominance,” explains
Ga ry Wi n k l e r, “the ability to get inside an
a d ve r s a ry’s decision cycle on the battle-
f i e l d . ”

Winkler would know. As chief know l-
edge officer for the state-of-art enterprise
p o rtal known as Army Knowledge On l i n e
( A KO), Winkler oversees the electro n i c
e n t ryway for the 1.8 million constituents
who comprise the United States Army’s
c o m m u n i t y - a t - l a r g e — e ve ryone fro m
a c t i ve duty soldiers and their families, to
Army Re s e rves, Army National Gu a rd ,

re t i rees, other branches of the military and
the federal government, and even contrac-
tors sponsored by the Army. 

With nearly a million account holders
signing on per month to download more
than 30 million files and exchange more
than 17 million instant messages, the por-
tal supports eve rything from solider bat-
tlefield operations to email for soldiers
and their families, and information about,
and access to, their personnel re c o rd s ,

G a ry W i n k l e r, Chief Knowledge Off i c e r, United States A r my, A r my Knowledge Online

With a secure enterprise portal, the U.S. A r my transfo r m s

itself for the 21st century

Caveat SysAdmins

By Dave Clarke Mora
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benefits, and training opport u n i t i e s .
A KO has three components: the public-

facing homepage for the U.S. Army
( w w w. u s . a r m y.mil); the No n - s e c u re
Internet Router Ne t w o rk (NIPRNe t ) ,
which contains unclassified information;
and the Se c u re Internet Protocol Ro u t e r
Ne t w o rk (SIPRNet), which holds informa-
tion classified at Se c ret or higher, such as
t roop deployments or a company’s specific
experiences on patrol, which can be passed
along to the next unit patrolling that are a .
A KO is part of a larger, strategic initiative
c o n c e i ved in 1997, known as Army
K n owledge Management (AKM).

Formalized by order of the Secretary of
the Army and the Army’s Chief of Staff in
August, 2001, AKM represented a shift in
the way the Army manages, and provides
access to, all the knowledge it owns. The
overall goal was to build an army that was
relevant and ready, now and in the future.
By changing the way it functioned organi-
cally, by transforming itself into a net-cen-
tric, knowledge-based enterprise, the Army
reasoned, not only would its ability to trans-
act business internally and externally
improve, but more important, its decision
dominance capabilities in battle would also
be enhanced.

To accomplish that, the Army pursued
four key, interrelated strategies: To prov i d e
re l e vant, re a d y, land-based power; to pro-
duce well-trained, well-equipped soldiers,
led by adaptive leaders; to offer a quality of
life and well-being for its personnel that
matched the quality of their service; and,
an infrastru c t u re enabling the force to ful-
fill its strategic roles and missions. 

What began as a small, funded-on-the-fly
p roject intended as a high-performance com-
puting center, is today a US$50 million-plus
IT knowledge- and information-sharing tool
affecting eve ry aspect of how the Army oper-
ates, from the most forw a rd frontlines to the
f u rthest back offices.

The power of ch a n g e
To affect the shift, or what it calls the
‘transformation,’ the Army sought re f o r m
in five key areas. “The first was gove r-
nance,” Winkler explains, “laying out the
policies and re s o u rces to make these cultur-
al changes to the institutional, or business,
side of the Army, and to the operational
side as well. By using these world-class,
s e c u red tools, we improved the Army’s
agility and enhanced all its capabilities.”

The second goal, Winkler says, was to
institute best practices, all of the e-gove r n-
ment transformations that we re part of the
Pre s i d e n t’s agenda, plus the Army’s ow n
subset of that, the e-Army transformation.

Next, came transforming the ‘infostru c-
t u re,’ or what the Army calls
the LandWa r Ne t .
L a n d Wa r Net is the Army’s
p o rtion of the Gl o b a l
Information Grid. “It’s here
that we worked on building
out our continuity of opera-
tions capabilities using
defense-in-depth strategies
that include applications
such as V E R I TAS Vo l u m e
Re p l i c a t o r, which helps us
s y n c h ro n i ze the data
b e t ween our primary and
backup sites,” Winkler says. 

The fourth area, Winkler explains, was
Army Knowledge Online—the deve l o p-
ment of “a single lens, a universal port a l ,
t h rough which all Army business is con-
d u c t e d . ”

The last piece of it, the fifth area, was the
d e velopment of the Army’s human capital.

“To do that,” says Wi n k l e r, “we re a c h
a c ross the entire Army. We provide e-learn-
ing and computer-based training to
enhance our IT capabilities and know l-
edge.” Cu r re n t l y, AKO offers more than
1,600 free, technical courses—eve ry t h i n g
f rom Mi c rosoft- or Cisco-certifications to
a d vanced degrees fully accredited the same
as private sector higher education institu-
tions—and more than 500 business man-
agement courses, all of which are automati-
cally posted to a soldier’s personnel files on
completion of the coursew o rk .

An electronic enemy is an
enemy nonetheless
“The best way to describe our environment is
h e t e rogeneous,” Winkler says. “What we’ve
seen when we visited corporate sites in the
past year or two is that heterogeneous envi-
ronments are the wave of the future. So we
want to be brand agnostic as we evo l ve AKO .
We, as the Army, and for the taxpaye r’s sake,
d o n’t want to be wedded to any one part i c u-
lar technical platform, solution, or company. ”

When it comes to spam, Wi n k l e r
a c k n owledges the environment, hetero g e-
neous or not, is subject to the same foibles
as any other large, commercial enterprise.
“We’re like eve rybody else.” 

A KO handles about three million mes-
sages per day, and 15 percent to 20 perc e n t
of that traffic is spam. To manage that vo l-
ume of unsolicited messages, the Army
implemented Symantec Brightmail soft-
w a re. “Since we’ve put in Brightmail, the
amount of spam reaching our users has
been significantly reduced,” says Wi n k l e r.
“That improves performance across the
b o a rd, from the IT infrastru c t u re itself to
the reduced amount of time users spend
managing spam.”
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Reduce complex i t y, i n c rease 
p r o d u c t i v i t y
Beginning in October 2005, the Army is
institutionalizing a set of portfolio manage-
ment policies across its four business units,
or what it calls mission areas. “We’re dig-
ging several layers down into the organiza-
tion and identifying the key people in
charge at each level,” Winkler relates. “At
first annually, and then semiannually, those
individuals are responsible for re v i ewing all
their re q u i rements and capabilities against
what they’ve got in place to meet their
needs. Then, they’ve got to identify any
redundancies, duplicate or stovepipe IT
i n vestments they have, as well as any gaps
or capabilities they need.”

By consolidating eve rything from serve r s
to suppliers, the Army ensures it makes
the most of its re s o u rces. “By managing
and maximizing our infrastru c t u re and IT
capabilities, we
make the most of
the re s o u rces the
t a x p a yers prov i d e
us,” Winkler says.
“We’re doing serve r
consolidations and
establishing re g i o n-
al processing cen-
ters. For the AKO
p o rtal, we’re even consolidating our indus-
t ry partners, cutting down to one master
p a rtner (known as the “Pr i m e” contractor)
who oversees a team of industry part n e r s
( s u b c o n t r a c t o r s ) for us. We believe that
with this consolidated industry team in
place, we’ll gain cost- and management-
efficiencies, increase pro d u c t i v i t y, and be
able to more quickly and easily adapt to
n ew and emerging technologies. That give s
us the ability to provide continuous
i m p rovement on AKO, and in general,
p rovide better system performance, more
system flexibility, and additional capability
for our users.”

For its part, the Army is re v i ewing its
t a xonomies, content management strate-
gies, and is looking at work f l ow tools.

“ Once we’ve adequately assessed our
re q u i rements, policies and practices, then
we hand the AKO re q u i rements off to our
i n d u s t ry partners and ask them to imple-
ment them for us as efficiently and effec-
t i vely as possible,” Winkler explains.

Mission accomplished
A KO is itself a tool that helps the Army’s
information technology unit align better

with the rest of its
mission are a s .
Some 200 single
sign-on applica-
tions are alre a d y
situated inside
A KO and more are
on the way. “We’re
bringing more of
our Web sites into

A KO, sites that relate to Army business
and really belong where only authorize d
Army personnel can access them,” Wi n k l e r
says. “That helps us align better with our
mission areas.” 

The alignment AKO enables also facili-
tates cost-avoidance and improves pro d u c-
t i v i t y. And that, of course, furt h e r
i m p roves decision dominance.

The success of AKO has prompted the
U.S. Defense De p a rtment to consider cre-
ating an even broader portal, perhaps
called Defense Online. “We’re exc i t e d
about potentially being the launch point
for Defense Online, but at the same time
we’re a little nervous,” Winkler explains.
“ Just meeting the Army’s re q u i rements is
challenging enough. It seems like we can

n e ver do enough, or do it fast enough, to
meet all our needs. To think about taking
in another five million users, well, that
would certainly create some challenges for
us and our part n e r s . ”

Coming to an understanding
Going forw a rd, Winkler and the Army
want to improve AKO ’s performance to
make it even more re s p o n s i ve around the
globe. “We want to build sites ove r s e a s
w h e re we can preposition our re l a t i ve l y
static information and then send only the
dynamic content back and forth. We think
redistributing the load that way will
i m p rove performance quite a bit because
the data will be available locally.

“We’re really good at collecting data,” con-
tinues Wi n k l e r. “We’re pretty good at turning
data into information. But we’re not quite as
good at turning that information into know l-
edge and that knowledge into understanding.
To get to that area of understanding re q u i re s
contextual knowledge and culturally based
k n owledge. It’s much more difficult to get
your arms around than say, a tank. We want
to get to an understanding level where our
users can make really quick and informed
decisions, and that will give us decision dom-
inance both on the institutional, or business,
side of the Army, and the operational side of
the Army in the field, too. ”

Now, if only Bonaparte had known that
at Waterloo, things might have turned out
d i f f e rently for us all. ■

Dave Clarke Mora is editor in chief of Symantec
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“ We want to be brand agnostic… we

don’t want to be wedded to any one 

particular technical platform , s o l u t i o n , o r

c o m p a n y.”
— G a ry W i n k l e r, Chief Knowledge Officer, A rmy Knowledge Online

G ov e rnment Issue
Army Knowledge Online uses a Sun-

based architecture, running Solaris,

Linux, and Apple operating systems.

The portal is based on Appian Enterprise.[ ]
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